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National Cooperative Development Corporation
(General Administration Division)

No. NCDC: 2-ll2020-Genl, Date:26.05.2020
TENDER NOTICE

National Cooperative Development Co.poration (NCDC), 4, Siri lnstitutional Area, Hauz Khas, New Delhi-
110016 invites sealed tender from well-established firms / agencies having relevant experience, in two bids

format (Technical & Financial bid) for the work of Supply, lnstallation, Testing, Commissioning and Maintenance

of NEXT GENERATION FIREWALL in NCDC, Head Office from Original Equipments Manufacturer (OEM) or its
autho zed vendors capable of carrying out the above work and having already carried out similar work in

reputed organizations. The prospe.tive bidder shall fullill the following mandatory eligibility .riteria (attach

documentary evidence for allthe criteria):

The Firms/ agenaies should have minimum annual turnover of 1250 Lakhs in each of the last 3
conse.utive financial yea6 (2017-1& 2018-19 & 2019-20). (Copy of Financial Statements viz trading
account, profit &loss account balance sheet duly signed by CAbe enclosedl.
The Fiams/ agencies must have experience of having successfully completed as per below in Government
Departments / Public Sector Undertakin$ / Autonomous Bodies / Financial lnstitutions and other reputed
Private Firms during the last 3 years priorto 31.03.2020:

Adeast tiree similarjob each costing not Iess than 21,24lakhs
Or

Adeast two similarjob each costing not less than 31.861aL4$
Or

Atleast one similarjob each costrng not less than 42.48lakhs
The OEM of NGFW must be in the Leade/s quadJant of the Enterprise Firewalls Gartnet Matic Quadrant
for conseautive last 5 yea6.
The bidder should be a registered company in lndia as per applicable statute and be in existence for at least

3 years. Should havevalid PAN and GST regi5tration.
The firm/ company should have its own ofJice in Delhi/ NcR region.

Prospective Bidder shall submit their offers in the bidding document specified for the purpose at National
coop€Etive Development Corporation (NcDc),4-Siri lnstitutionalArea, Hauz Khas, New Delhi-110016, 4th

Floor, west wing from 11.00 AM to 3.00 P.M. on all working days (Monday to Friday). The bid document is

also available free of cost on NCoC'S website !UuuI!dqi!. Each pa8e of the tender document should be

signed by the bidder before submission.
The bidding document is requlred to be submitted in two parts viz. Technical Bid' and 'Financial Bid'in
separate sealed envelopes put into one bigger envelop super scribed as 'Tender for the work of SuPply,

lnstallation, Testin& Commissioning and Maintenan.e of NGFw in NCDC, Head Office".
The offer (duly filled in & signed), in sealed covers, duly marked "Supply, lnstallation, Testing,

CommissioninS and Maintenance of NGFW in NCDq Head Offce" must reach the office of Executive

Director {Genl. Admin.), NCDC by 3.00 PM on 18/06/2020 and the Technical Bids shall be opened at 3:30

PM on same day in the office of Executive Director (GA) by tender committee. Bidders or there authorized
representative may present at the meeting held for opening of Pre-qualification bid/Technical Bid.

The tender should be accompanied with earnest money deposit (EMD) amounting to t1,50,q)0/- (Rupees

One lakh fiftythousand only) in the form of demand draft in favor of National Cooperative Development
Corporation payable at New Delhi. The tenders without EMD sha ll be rejected.
The price bid of only those firms shall be opened whose technical bid are found to be acceptable as per

eligibility criteria mentioned in the tender document. The time and date of opening of price bid shall be

fixed and intimated to the eligible firms separately.
The corporation reserves the right to accept any or reject all the tenders without assiSning any reasons

thereof.
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(Krishan Kumar)
Executive Director (Genl, Admin.)

Copy Toi
J.,/ chiet oircdot lMls): with request to upload tender on NcDc website & cPP Portal of Govt. of lndia.
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ilfi-trfiril&

Technical Bid



1 Name ofthe firm (OEM/ authorized vendor)

2 office address

Telephone No.

4 Mobile No

5 E-mailaddress

6 Fax No.

7 Whether the firm proprietary/ partnership

Name & Address of partner, in case of

partnership firm please enclose a copy of

partnership deed/power of attorney

9 Date of establishment of the firm :

10. Annual turnover for financial years

(Please attach copy(s) of audited financial

statement, accounts and balance sheets for

the last three years 2017-18 to 2019-20)

FY Annualturnover (in {.)

2079-20

2074-79

2077-78

11. Particulars of DD/Banke/s Cheque towards

EMD of 11,50,000/-

t2. Whether OEM of NGFW in Leade/s quadrant

of the Enterprise Firewalls Gartner Magic

Quadrant for consecutive last 5 years(Submit

the Gartner report for consecutive last 5

years)

13. GST no. of the Firm: (photocopy to be

enclosed)

74. PAN No: (photocopy to be enclosed)

15. Contad Details and Address of Firm/

Company's Office in Delhi/ NCR

16. Any other relevant information

PARTICUTARS OFTHE FIRM

(Please attach self attested separate sheet/s, if required)

Annexure-l

Signature of the Bidder/Firm
(Name & Address ofthe B:dder/Firm with seal)
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Annei(u re.l I

DETAITS OF EXPERI

(Details of Experience of Similar Works Executed/Awarded DuringThe Last Three Financial

Years During The Period 01* April 2017 To 31d March 2o2o)

Atleast three similar job each costing not less t]ran 21.24lalds
Or

Atleast two similarjob each costing notlessthan 31.86lakhs
Or

Atleast one similar iob each costing not less than 42.48 lakhs

Note: Please attach copies of work award letters/ performance certificates as proofof above infotmation.

Signature of the Bidder/Firm
(Name & Address ofthe Bidder/Firm with seal)

(Please attach self attested separate sheet/s, if required)

s.N.

nt
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TERMS & CONOITIONS

1. Thls Tender is open to all Original Equipment's Manufaclurer (OEM) of NGFW and its authorized
vendors capable of carrying out the above work and having already carried out similar work in
reputed organizations.

2. The OEM of NGFW must be in the Leade/s quadrant of the Enterprise Firewalls Gartner Magic

Quadrant for consecutive last 5 years.

3. The Firms/ agencies should have minimum annual turnover of 1250 Lakhs in each of the last 3
consecutive financial years (2017-18, 2018-19 & 2019-20). (Copy of Financial Statements viz trading
account, profit & loss account, balance sheet duly signed by CA be enclosed).

4. The Firms/ agencies must have experience of having successfully completed Atleast three similar
job each costing not less than 2L.24 lakhs or Atleast two similar job each costing not less than
31.86 lakhs or Adeast one similar iob each costing not less than 42.48 lakhs in Government
Departments / Public Sector Undertakings / Autonomous Bodies / Financial Institutions and other
reputed Private Firms during the last 3 years prior to 31.03.2020. The copies of Purchase/ Work
Orderv Satisfadory Completion Certificates are required to be enclosed with the Technical Bid.

5. The bidder should be a registered company in lndia as per the applicable statute and be in existence
for at least 3 years. Company should have a valid GST Registration, PAN Number allotted by the
respective authorities. Self-attested copy of company registration certificate, GST, PAN number.
Copy ofArticle ofAssociation and Memorandum ofAssociation are required to be submitted.

6. The envelope 1 containing Technical bid super-scribed as "Work of Supply, lnstallation, Testing,
Commlssionlng and Maintenance of NGFW in NCDC, Head Office" should not contain any price
information and should compdse of following along with supporting documents in the below
mentioned order:
i) Earnest Money Deposit of amount 11,50,000/- by Demand Draft drawn in favor of National

Cooperative Development Corporation payable at New Delhi.
ii) Technical Bid in the prescribed format as per tender document, duly signed on each page

by authorized person with rubber stamp ofthe firm.
iii) Particulars ofthe Firm/ Company in Annexure'l'& Annexure'll'.
iv) Compliance with Scope of work as per Annexure'lll'.
v) Compliance of Technical Specifications as per Annexure'lv'.
vi) Documentary evidences confirming ReBistration with GST, PAN or any other statutory

obligation required to be complied with by the Firm/Company.
vii) The tender other than in the prescribed form shall not be accepted. Each page of the

tender document is required to be signed by the person/ persons submitting the tender in
token of his/ her/ their having acquainted himself/ herself /themselves with all the Terms
& conditions.

7. The envelope No.2_super-scribed as "Financial Bid for the work of Supply, lnstallation, Testing,
Commissioning and Maintenance of NGFW in NCDC, Head Office" should contain only financial
bid. lt must give all the relevant price information, (both, in figures & words). The financial offer
should not contradid the technical offer in any manne.. The price schedule must be filled in
completely without any error, cutting or alterations in rates (both in figures & words). The
Financial bid of only those Tenderers who will qualiry in Technical bid will be opened,
The Technical Bid Envelope & the Financial Bid Envelope prepared as above are to be kept in a

single sealed envelope super scribed with 'Tender for the Work of Supply, lnstallation, Testing,
Commissioning and Maintenance of NGFW in NCDC, Head Office.
No Tender will be considered unless & until all the documents are properly signed & stamped and

allcorredions also signed bythe bidder.
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8 Eamest Monev DeDosit:

EMD of 11,50,000/- (Rupees one lakh fifty Thousand onlyl in the form of Demand Dtaft/
Eanke/s Cheque in favor of "National Cooperative Development Corporation" and payable at
New Delhl has to be submitted along with tender documents, failing which the bid will be

rejected. Earnest Money shall be forfeited in the event of any ofthe following situations:

a ) lf the bidder withdraws or amends his tender or increases the rates after deadline for
submission ofthe Tender but before the validity ofthe tender expires.

b ) On refusal to enter into contract after award.
c ) on failure to furnish the required performance security or
d) lf the work is not commenced on the date of starting the work after the work is awarded.

e) Once the tender is submitted, no tenderer will be allowed to withdraw the tender. Even if,

any tenderer withdraws the tender, E.M.D. of that tenderer will be forfeited in full.

f) Any error on the part of the tenderer while quoting the rates will not be accepted as an

excuse for refusalto execute the order for any or all itemt iforder is placed on the basis of
the quoted rates. For refusal of the order, the E.M.D, of the tenderer will be forfeited in

full.
g) No interest is payable on the EMD under any circumstances and will be returned on

completion of tendering process,

9. Bidder should submit certificate/ undertaking to the effect that firm is neither blacklisted by any
government department nor any criminal case ls registered against the firm. Firm/ Company

declared by Central Governments / State Governments/ Public Sectors to be ineligible to
participate on account of corrupt, fraudulent or any other unethical business pradice shall not be

eli8ible during the period for wh;ch such ineligibility is declared. simultaneously the companies

blacklisted by any such covernment Department/established lnstitutions shall also be ineligible for
the tender.

10. The firm/ company should have its office in Delhi/NCR region. Contad Details and Address of
firm's/company's office to be provided in the tender. Physical verification may be done by NCDC

before awarding the contract.
11. The bidder will have to submit a certificate from the manufadurer of NGFW that the spare parts

for the supplled product will be available for after sales service for a period of at least 7 years.

12. EVALUATIoN OF BIDS:-

An Evaluation Committee will evaluate the bids of all the bidders.

a) To evaluate the Technical Bid, the committee constituted by the Corporation shall examine

the documents furnished by the Firm/ Company in the Technical bid.
b) The Financial Bids of those Bidders only who are technically qualilied by the committee will be

opened.
13. CRITERIA OF DISOUAI.IFICATION

a) Failure of any Bidder(s) to provide all of the information / documents required in the bid
proposal or any additional information / documents as sought by the Corporation including
supporting documents.

b) Non receipt of Bid proposal on or before due date and time.
c) Misrepresentation in the Bid proposal
d) Tender not accompanied with Earnest Money Deposit (EMD).

e) lncomplete or conditional Bid

f) Use of unfair means /misrepresentation
g) Bid found in unsealed envelope, unsigned bidt bids signed by unauthorized person and any

unconfi rmed material alteration.
h) Technical Bids containing any price information.
i) Conditional tenders shall be summarily .e.iected.

74. NcDc shall have the right to contact and verify bidders information, references and data

submitted in the bid proposal without further reference to the bidder.

8



15, NCDC reserves the right to accept any or reject all the tenders without assigning any reason
whatsoever.

16. After receiving the confirmed offer from NCDq the Firm/ Company will give his acceptance and
execute an agreement on stamp paper of requisite value on prescribed format as per tender
document, within 07 days from the date of receiving the confirmed order. ln case the Firm/
Company fails to execute the agreement within 10 days as above, the offer forthe work is liable to
be cancelled and the earnest money shall be forfeited. ln such case, the Corporation is free to
award the work to the next eligible firm/ company.

17. Any bid received by NCDC after the deadiine for submission of bids prescribed will be rejected
and/or returned unopened to the Bidder. NCDC shall not be responsible for any postal/transit
delays.

18. lt will not be permissible for the firm/agencies to which the work is outsourced to further
outsource the work.

19. The Bidder shall bear all costs associated with the preparation and submission of its bid and NCDC

will in no case be responsible or liable forthese costs.
20. The successful bidder shall execute an indemnity bond as per annexure in favor of NCDC.

2l PENALTY FOR NOT COMPLETING TI{E WORX IN TIME

ln case the bidder fails to complete the work within the stipulated time, a penalty @ 0.5% of
contract value per week may be imposed on the bidder. The penalty amount, if any, shall be
recovered from any amount due for payment to the bidder. However, the penalty shall not exceed
10% ofthe contract value. Besidet imposing penalty as above, the balance work may be got done
from any othe. agency at the risk and cost ofthe bidder, after giving a single notice.

22. EXTENSION OI TIME IOR COMPLETION
lf the bldder shall desire an extension of time for completion of the work on the ground of his
having been unavoidably hindered in its execution or on any other groundt he shall apply in
writingto the Executive Diredor (GA), with full details within 2 days ofthe date ofthe hindrance
on account of which he desires such extensioil as aforesaid. NCDC shall, if in its opinion (which
shall be final) reasonable grounds for extension exists, grant such extension of time as may in its
opinion be necessary or proper. No compensation shall be payable to the bidder for anv extension
oftime.

23. Timeline for implementation
The successful bidder has to install and commission at NCDC Head oflice as per the scope of the
tender document within 50 days from the date of execution of ag.eement, All the aspects of safe
delivery, installation, commissioning shall be the exclusive responsibility ofthe service Provider.

The successful bidder shall comply with all Local, State & Central Govt. Rulet Regulations,
Ordinances and Codes & Law relatingto the work or the condud thereof.

24. PAYMENT TERMS

i No advance payment would be made for the work.
ii.50% of order value shall be paid after satisfactory delivery of the equipment at site and

acknowledgment of physical receipt by the NCDC.

iii. Balance payment of the contrad price shall be paid after successful installation and
commissioning.

25. PERFORMANCE SECURITY

The successful bidder shallfurnish a refundable Performance Security of 10% ofthe order value in

the form of Bank guarantee /Pledge of FDR/ DD in the favor of "National Cooperative
Oevelopment Corporation and payable at New Delhi" valid for a period of 18 months within 10

days of award of contract. lf successful bidder fails to comply obligations of contract in that case

Performance Security will be forfeited. No interest shall be payable on the performance Security.

9



29

30

26. PR|CE COMPOSTTpN

The price to be quoted in financial bid should be only in tndian rupees and inclusive offollowing:

a. Cost ofthe items with accessories, etc F.O.R. destinatlon.

b. The price shall be inclusive ofalltaxes including duties, octroi, GST etc. as applicable.

c. lnstallation, commissioning and post deployment support ,or one year.

d. One-year onsite warranty covering all parts, service, and visits to the site.

27 NO PRICE VARIATIONS

The financial bid shall be on a fixed price basis. No upward revision in the price will be considered

on account of subsequent inctease in foreign exchange, customs duty, excise tax, minimum wages

etc. However, if there is any reduction in Sovernment levies^axes, during the execution of work,

the same shall be passed on to the NCDC.

2A. WARRANW& MAI CE CLAUSE

The product will stand for minimum l years'warranty against all manufaduring defects. During

the warranty period, the bidder shall have to attend to all break-down calls within 24 hours free of
cost upto expiry of warranty period of 1 year. ln case, the bidder fails to fulfill its commitments

during warranty period, the performance bank Euarantee shall be revoked.

Bidder has also to provide post deployment support for l year after successful installation and

testing. The charges towards the same shall be quoted by the bidder in the financial bid, if any.

The repair/ maintenance will be carried out by the bidder at the site of installation ofthe

equipment's and satisfactory certificate will be obtained on the service report from the office.

VALIDITY OF BIO

The rates shall be valid for a period offour months from the date of submission of tender

FORCE MAJEURE CLAT-,SE:

31

a) The Firm/company shall be liable for any detay in execution or failure of their respective

obligations under this agreement except for delay caused by occurrence of events beyond

control of the Firm/Company, includin8 but not limited to natural calamities, fire, explosions,

floods, power shortages, acts of God, hostility, acts of public enemy, wars, riots, strikes,

sabotage, order/action or regulations of government, local or other public authorities.

b) ln case a Force Majeure situation arises, the Firm/Company shall immediately notify NCDC in

writing of such conditions and the cause thereof within two calendar days and prove that the

same is beyond his control and is likelyto affect completion ofthe work.

c) Unless otherwise directed by NCDC in writin& the Firm/Company shall continue to perform its

obligations under the contract as far as lt is reasonably practical, and shall seek all reasonable

means for performance not prevented bythe Force Majeure event.

ARBITRATION

tn the event of any dispute or disagreement over the interpretation of any of the terms herein

above contained or claim of liability, the same will be referred to an arbitrator to be appointed by

the Managing Director, NCDC, whose decision shall be final and binding upon both the parties.

Such reference shall be deemed to be a submission to arbitration under the Arbitrations and

Conciliations Act 1996. The venue of arbitration shall be New Delhi. Subject here to the court in

New Delhi shall have exclusive iurisdiction to the exclusion ofallother courts.

SiSnatute ot the Eidder/tirm
(Name & Address ofthe Bidder/tirm with seall

t0



Annexurelll

SCOPE OF WORK

ln a bid to strengthen lT security of the corporation, NCDC intends to introduce Next
Generation Firewall having various security modules /components deployed In High Availability
mode (replacing the existing Cyberoam 100iNG UTM) at its DC. The objective ofthe exercise is the
following: -

. The broad scope of work as detailed in this section refers to the hardware, software /
licenses and services that is procured through this tender and used for implementing the
Next Generation Firewall at the Data Centre, New Delhi. ln other words, NCDC intends to
procure 2 nos. of appliance based Next Generation Firewalls and get it installed by the
successful bidder for securing its network perimeter, detecting and stopping malicious
traffic as a preventive control solution. The appliances must be implemented in HA at
NCDC, New Delhi.

. Provide complete visibility of Network, all applications including cloud & SaaS, all users and
devices including all locations and encrypted traffic;

. Reduce attack surface area by enabling business apps, block'bad' apps, Limit application
functions, limlt high risk websites and content and require MFA;

. Prevents all known threats - Malware, C&g Malicious & Phishing Websites and Bad

Domains;
. Detect and prevent new threats - unknown malware, zero-day exploits aod custom attack

behavior;
. The solution should support the protection ofthe mobile workforce by extending the Next-

Generation Security Platform to all users, regardless of location. lt secures traffic by
applying the platform's capabilities to: understand application use; associate the traffic
with users and devices; and enforce security policies with next-generation technologies.
The solution should lnspect and control applications that are encrypted with SSVTTS/SSH

traffic. Stops threats within the encrypted traffic. The solution should be inbuilt or through
externaldevices.

. Provision of all licenses/subscriptions like appliance, management Server, Operating
System, Database (if required), up-gradation etc.

. Comprehensive onsite warranty of3 years for allthe hardware/software under the project.
Device rules / device policy definition and enforcement on the boxes proposed in this
tender. Enable to detect and block sophisticated attacks by enforcing security policies at
various levels, prevent unauthorized access or malicious traffic within NCDC'5 system or in
the network, ensure protection from zero day attacks and unknown threats.

. Enable NCDC to ensure that allthe lT assets at New Delhi are secure from threats fortoday,
tomorrow and in the future.

. The bidder shall be responsible for Supply, lnstallation, Configuration, Testing and
Commissioning ofthe solution at NCDCS DC.

. The bidder shall also handle all matters relating to the configuration and operation of the
system including but not limited to application, system interfaces, documentation, user
manual and training for the successful implementation ofthe system.

. The bidder should be responsible for de-commissioning of existing Cyberoam 100iNG
devices i.e, replacing the existing Cyberoam 100iNG with the new firewall in such a way
that there is no impad on business continuity.

. The bidder would ensu.e installation ofthe proposed appliance which include migration of
policies and coofiguration ofthe existing Cyberoam 100iNG device at NCDC,

. The bidder should ensure that the entire activity of supply, installation, commissioning &
contigu.ation whether done in a single pass or in phases must be completed within 50 days
from the date ofexecution of agreement under all circumstance.

ll



. The bidder is responsible for migration of existing rule base to the new devices, NATin&

creation of rule base before go-live.

. Solutions which are not mature for over l year should not be quoted.

. lntroduce the proposed firewalts in the networkto ad as perimeter levelfirewall.

. lnstall and configure management, reporting & logging tool to have a centralized and

powerful management which should enable NCDC to deploy, view and control all firewall

activitythrough a single Pane,
. The proposed firewalls should be able to perform the Link Aggregation function for

connectivity from two or more lSPs.

. Enable safe internet use while protecting against threats and malware. scan for viruses and

matware in allowed collaborative applicationt protect environments with social media and

internet applications.
. Virtual Private Network (VPN) technologies should be part of the solution to provide

resilient and flexible site-to-site, client to site connectivity. Should have management tools

to deploy, configute and operate the VPNs.

. Should have ability to manage security environment through intuitive graphical interface

which should provide viewt details and reports on security health through a

comprehensive, centralized security dashboard.

. All the equipment (hardware, software) supplied as part of solution should be lPv6 ready

from day one and should support allthe protocols.

. Migration from existing Cyberoam IOOiNG appliance to proposed NGFW, implementation,

testin& commissionin& maintenance including post deployment support for a period of
one yearfrom the date of commissioning of two nos of NGFWinNCDC

Time schedule: The bidder witl have to provide install, configure and test NGFW and will be

responsible for making system operational within 50 days from the date of execution of
agreement.

The tenderers in their own interest before submiuing their bids may survey the NCDC premises where the

proiect has to be executed and satisfy themselves that they have the necessary Technical know-how and

Man/Material support to complete the work within the stipulated time frame.

Signature of the Bidder/Firm
(Name & Address ofthe Bidder/tirm with seal)

t2



ANNEXURE - IV
TECHNICAL SPECIFICATIONS

The proposed Next Generation Firewall Solution shall be able to:

l. Provide complete visibility of Networl! all applications (including cloud & saas), all users

and devices (including all locations) and encrypted traffic;
ll. Reduce attack surface area by enablin8 busioess apps, block'bad'apps, Limit application

functions, limit high risk websites and content and require MFA;

lll. Prevents all known threats - Malware, C&C, Malicious & Phishing websites and Bad

Domains;

lV. Detect and prevent new threats - unknown malware, zero-day exploits and custom attack
behavior;

V. The solution should support the protection of the mobile workforce by extending the
Next-Generation Security Platform to all users, regardless of location. lt secures traffic by

applying the platform's capabilities to: unde.stand application use; associate the traffic
with users and devices; and enforce security policies with next-generation technologies.

The solution should lnspect and control applications that are encrypted with SSL,rrLS/SSH

traffic. Stops threats within the encrypted traffic. The solution should be inbuilt or through
exteanal devices.

Detailed S ification:
rvpe Next Generation Enterprise Firewall
Model should be mentioned

fhe proposed vendor must have a "Recommended" rating with min 99%
Evasion proof capability and min 97.5% Security Effediveness as per 2019 NSS

Labs Next Generation FirewallTest Report.

tE Party Test
Certification

fhe proposed vendor must be in the Leade/s quadrant ofthe Enterprise

Firewalls Gartner Magic Quadrant for consecutive 5 years

Equipment Test
Certification

NEBS Level 3, FCC Class A, CE Class 4
VCCI Class A, cTUVus, CB

No of Units fwo Unit in HA for DC

Form fac-tor Modular o. Fixed

Ar.hitecture the NGFW architecture should have Control Plane separated from the Data

Plane in the Device architedure itself, whereby Control Plane should handle

Management fundions like conliguration, reporting and route update & Data

Plane should handle Signature matching (like exploits, virus, spyware, CCfi),

Security processing (like apps, users, content/URL, policy match, SSL

decryption, app decoding etc.) & Network Processing (like flow control, route
lookup, MAC lookup, Qos, NAT etc.). Proposed Firewall should not be

proprietary Aslc based In nature & should be open architedure based on

multi-core CPU's to proted & scale against dynamic

latest security threats.
Proposed NGFW appliances must have 16 GB RAM

Proposed NGFW appliances must have a minimum 7 CPU Cores (Physical).
yirtualcore count will not be accepted

Storage Minimum storaSe with 240 GB SSD

Power 200 W power supply (45 W)
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7 inspection enabled - 1,25,000
Availabil ve/Active, Active/passive

lication Control
put

ion throughput in .eal world/production

e bidder shall submit the pe.formance test report from the Global product
ngineering department/ GlobalTesting Department/ Global pOC team of

Minimum NG Firewall applicat

/Agent

ro mn nte aen bt a mnd eaby 5U red hitng a cattonppli uSer-D/ VC,
D utiD n KB64 HTT tP ransacti no as nd affitr mc tx such as HTTPs

P na otd erh rotocols ap nd aen ledb 1loggi Gb5ng ps.

EM to certi, the mentioned performance
lThreat

rotection
roughput /Ace

n mtmu G teTh at n nto rothpreve u n reaueh rl todp onuctidlp
mnviron ent nab n a dnby em Uas red hwit tca h-to Dp Upl r-sec,

D Nn D tAn t-PS, u tn t-5s, AntiI€,pywa roZe -dBot, catta ksay
dn a ot eh Ise uc th are trity oreventi featnp resu ne ab ed hit 64KB HTTP

rti

sactn o ans trand ffic txm tchs as HTTPS MTPs and eroth rotoco ls andp
n nae b edc 750 bM T eh bps derd hs a submt eth rfo m na tesce tpe

frort thmpo Ge balo P dro Euct ltnee n de rtmang ne t G op ba Test ng
rtme G bo a Ppa nt/ o teec ofm Eo M to ce t mehe n nedtofy

rformance.
rfuce Operation
e

- Tap Mode
- Transparent mode (,pS Mode)
- Layer 2
- Layer 3

ep pliTO fiposed rewall ash su Dua Stackppon Pv4 Pv6 ca ontiap

Itiple modesould be able oPerate mix of mu

and threat inspection support in:

ext Generation
rewall Features

tioh ro firep posed sha have netwo trrk caffi classifica n htc
ntde ifies li tonscatapp aacrosS orts ftp e5 ofpedi pott/ p rotocoy

tactic.

he ro firep posed sha b a ebt hto dan le lea b kloc fott, a lo
n un nde edtiliknown/ catto lins kepliap un nk U &DP PTC

fiosedprop rewa s ah be ba le to cfeate c musto a ca ntio 5pp aturesign
d esn ehcatego elinusing ket capac reu featu ofre thpt e
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lfirewallwithout any third-party tool or technical support

[he proposed firewall shall be able to implement zones, lP address, Port

lnumbers, User-id, Application-id and threat protedion profile under the

fame firewall rule or the policy configuration

hhe firewall must support creation of policy based on wildcard addresses to

Lnatch multiple objects for ease ofdeployment

fihe proposed firewall shall delineate different parts ofthe application
puch as allowinc Facebook chat but blocking its file-transfer capability

Fnside the chat application based on the content.

The proposed firewallshall be able to protedthe userfrom the malicious

content upload or download by application such as Facebook chat or file
sharing by enforcing the totalthreat protection for known and unknown

malicious content such as viruses, malwares

or bad URLs.

ffhe 
proposed firewall shall be abte to identify, decrypt and evaluate SSL

Itraffic in an outbound connection {forward-prory) and inbound connection

Ifhe proposed firewall shall be able to identify, decrypt and evaluate SSH

funneltraffic in an inbound and outbound connections

The proposed firewall shall be able to identify port-based rules/policies so

the admin / securityteam can convert them to
Epplication-based whitelist rules or add applications to existing rules without

[ompromising application availability.

tthe proposed firewall shall be able identifies rules configured with un

lapplications and prioritize which rules to migrate or clean up first
used

Ithe proposed firewall shall be able restrict application traffic to its default

lorts to prevent evasive applications from running on non-standard ports

liirewall must have inbuilt Automatic policy optimization to identify port-

hrotocol based policies and convert the same into true application based

lpolicies. For

example-Firewall is conflgured with Security polic'y to allow port 80/1143 and

multiple applications (FacebooldRapidshare etc.) traffic going through the

same polic'y, then the firewall should automatically identii/ those .isky

plications and help to add more application specific security policies

which might be usingthe same ports (80/443). This will help us to tighten

the application flow control and reduce the attack surface area.

he firewall must have the capabilityto create DOS prevention policy to
revent against DOS attacks on per zone basis (outbound to inbound,
bound to inbound and inbound to outbound) and abilityto create and

efine Dos policy based on attacks like UDP Flood, lcMP Flood, SYN Flood

Random Early Drop and SYN cookie), lP Address Sweeps, lP Address Spoofs,

scan, Ping of Death, Teardrop attacks, unknown protocol protection etc.

threat Protedion
F

lp
n

hould support protocol decoder-based analysis statefully decodes the
rotocol and then intelligently applies signatures to deted
etwork and application exploits

fntrusion 
prevention signatures should be built based on the vulnerabil

htself. A single signature should stop multiple exploit attempts on a kno

[ystem or application vulnerability.

ity

bhould block known network and application-tayer vulnerabillty exploits

l5



perform content based signature matching
d the traditional hash based

e proposed firewall shall

siSnatures

rewallshall have on box Anti-Virus/Malware, Anti
pyware signatures and should have minimum signatures update

e proposed fi

ndow ofevery one hour
Ithe protection signatures should be created by vendors based on their

hreat intelligence and should not use any 3d party IPS or AV engines.

Antivirus inspection and not store-and-forward
affic inspection to keep the maximum firewall performance Stream based

lvtrus

hould perform stream-based

e used for scanningthe contents ofthe Iiles being
ransferred overthe wire for virus/malwares and should block the file

nning should b

nsfer when a virus or malware signatures is triggered
oh tdu abe ebt to Arform ntipe scatrus n lor SM tB fficra

support DNS sink holingfor malicious DNS request from insideould

intel

5ost ot outs eid adb adom n5 nda hous beld bta toe nt a dnegrate query
td rnalexte reatthrtypa nce d bta sesa to blo otck nsl khole bad

P address, Domain and URLs

Soe utton sh uo d str sDN secu nppoft ne emod na drity not moderoxyp

response to find infeded machines and
pond immediately. There should be provision for administrators to

utomate the process ofsinkholing malicious domains to cut offCommand

e solution should have a dynamic

infected users-nd controland ut ident
ou bd ae ble o 3call a reth at ent ncp rty de aat onige ma ctti Uo 5 RLsUPs,
dn mDo a 5n tto sahe m fie le to locb thkpo maose ctoli sUtcy ibattr tesu

with latest dataamicalnd listshould updated
endor should automatically push dynamic block list with the latest threat

ntelligence data base on malicious lpt URts and Domains to the firewall
rcy as an additional protection service

stent Threat
ced

Protec-tion

ases unknown malware analysis service with
aranteed protection signature delivery time not more than 10 minutes

is should be a cloud b

ysis engine should be capable of machine
arning with static analysis and dynamic analysis engine with custom-built
rtual hypervisor analysis environment

ance unknown malware anal

nce nu mknown a re naa t5 e enlys tewith angi rhardwa d netecti
a mre Ialwa e to ectdet end fromrotectp rtua n5a dbox deva ng
ndva Uce manknown lware

Ut shton Uo d etod atn e asi th reats an rea ardwah ere to mn ent,
mre adan rsa s abit to d na t- M naa ts htec nlvs rq

fromouti sn tdhou taext ct features rhkev e acontent nd luate it nstagai
elmod to d rmete ne mits a ct sou ness_

d ubase n ma lwa anre service hs ulo dlysis be ec rtifie withd soc2
a othe Datany copr n certcemp atiific no for customer data privacy

nctio tsch u oad toed Up nknown t reh emat U oati an dn na a slysi
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d base unknown malware analysis servlce should be able to perform

amic threat analysis on such as EXE5, DLts, zlP filet PDF documents,
Documents, Javao, Android APKt Adobe Flash applett Web pages that

nclude high-risk embedded content like lavascript, Adobe Flash files. MAC

and DMG file types

Folution must have the ability to a

lreal hardware systems.

utomatically analyze advanced threats in

proposed next generation security platform should be able to detect and

revent zero daythreats infedion through HTTP, HTTPS, FTP, SMB, SMTP,

P3, IMAP use by any of application used by the users (eg: Gmail, Facebook,

outlook)

lAdvance unknown malware analysis engine shoutd be able to create

butomated hieh-fidelity signature for command and control connedions and

!pyware to inspect command and control http payload to create one to many

lpayload base signatures protection from multiple unknown spyware and

lcommand and control channels using single content based signature

atures created for unknown malware emulation should be

based signatures that could block multiple unknown
ifferent hash but the same malicious payload.

hhe protection sign

lpayload or content
lmalware that use d

URL Filtering and web
Protedion

ame Hardware platform should be scalable to provide URL liltering and web
rotection and should maintain same performance/throughputs mention in

rimary scopep
he proposed firewall shall have the database located locally on the devicetr

fthe proposed firewall shall have custom URL-cateSori zation

lrhe proposed firewall shall customizable block pages

proposed firewall shall block and continue (i.e. allowing a user to access a

b-site which potentially violates policy by presentingthem a block page

a warning with a continue option allowingthem to proceed for a certain
me)

fhe proposed firewall shall have logs popu

fior site monitoring within the localfirewall
lated with end user activity reports

fihe proposed fi rewall shall have Drive-by-download control

Fhe proposed firewallshall have

lrnachines and lP address/range
URL Filtering policies by AD user, group,

ave fullpath categorization of URLs only to block re categories the
s malware path not the fulldomain or website

bhould h

lmaliciou
locking update less than 15

command and control,

phould have
lcredentialsu

lpattr

URL or URL category base protedion for user cooperate
bmission protec-tion from phishing attack with malicious URL

ffhe URL filtering service should be able to categorize

lcategories and not iust a single and custom category
a site by multiple

t1



is kind of credential theft attack (without thA
eed ofendpoint agents). Vendors should provide features with the ability

prevent the theft and abuse ofstolen credentials, one ofthe most
mon methods cyber adversades use to successfully compromise and

aneuverwithin an organization to stealvaluable assets. lt should also
mplement additional malware and threat prevention and secure

pplication enablement functionality, to extend customer organizations,
bility to prevent cybe. breaches.

. Automatically identify and block
phishing sites

. Prevent users from submitting credentials to phishing sites
revent the use ofstolen credentials

e NGFW should prevent th

H Decryption e proposed firewallshall be able to identify, decrypt and evaluate SSL
affic in an outbound connection (forward-prory)

e able to identify, decrypt and evaluate SSL
raffic in an inbound connection

proposed tirewall shall b

e proposed firewall shall be ab le to identifi/, decrypt and evaluate SSH
nneltraffic in an inbound and outbound connections
e NG sha SU t ehe b hto apport ssa L nitv cte nto olisp p cy

rentiiffe bate netwee rs no a conssLpe ectin no s e. b na ki sh h ang, Ithop ng,pi
nnd on- ors an trafficpe

dec mron stu sube ortedrypt aon n opp u.t fosed fp ssL e dssL e toncrypt
stu be s d no non-sta n ad ssLrd a5

nslation
Address e proposed Iirewall must be ab le to operate in routing/NAT mode

proposed firewall must be able to support Network Add.ess Translation
NAT)

must be able to support port Address Translatione proposed firewall
PAT)

v6)osed firewa s ahprop su rto Du Staal ckpp Pv4 Pv6 N T54 PTN
u SUd rt an tcm P resepop Dy rvat on tunab e m c anP ddyn rport

bscu n ton
Pv6 Su rt 13, Tap and Transparent mode

icyuo std U rt no fi rewallppo Uwith s fpol e a dn icati no spp
ort SSL decryption on lpv6hould su

ho tdu st LAACs State esspport Ad ressd coAuto n onratifigu
uting and Multicast

upport
must support the following routing protocols:

- Static
- RIP v2
- OSPFv2/v3 with gracefulrestart

proposed firewall

P v4 with graceful restart

olicy-based forwarding
M-SM P M-ss IG P v1 2 na d 3

ctioid re nal oF rd n Detecti no DF
thentication

. LDAP

- Radius (vendor specific attributes)
- Token-based solutions (i.e. Secure-tD)

beros

ould support the following authentication protocols

l8



he proposed firewall's SSLVPN shall supportthe following authentication

s

. LDAP

- Radius

- Token-based solutions (1.e. Secure-lD)

- Kerberos

- SAML

combination of the above

onitorln&
anatement and

ould support on device and centralized management with a dedicated

ntrol plane with complete feature parity on firewall administGtion.

case the NGFW doesn't have a separate control plane, The dedicated

anagement appliance must be provided.

porting n

ld have separate realtime log8ing based on all Traffig Threatt User lDs,

RL filtering, Data filtering, Content filterin& unknown malware analysis,

thentication, Tunneled Traffic and correlated log view based on other
ng adivities

hould support the report generation on a manual or schedule (Daily,

eekly, Monthly, etc.) basis

hould allow the report to be exported into other formats such as PDF, HTM

XML etc.

ld have built in report templates based on Applications, Users, Threats,

raffic and URLs

ould be able to create a report based on SaaS application usage

ould be able to create reports base user adivity

hould be able to create custom report based on custom query base any

ng attributes

e NGFW must be able to identify unused security policies. NGFW must

rovide detailed information regarding first hit counts, last hit counts and

I hit counts on individual security polic'y. So We can optimize

tiguration

EM / Bidder must push IOC (Bad lP Address + URL + Domain Name) using

utomated & dynamic block list proactivelyto all NGFW without need to
n to NGFW & commit config changes. This is to reduce

e implementation time + effort thus reducing the overall risk and imp

rallsecurity posture. Such automated security policy updates must be

m leted in less than 5 minutes.

n orderto ensure NGFw is deployed as per industry best practices +OEM

est practices + avoid misconfiguration + avoid Human error, We Would

ke to review the NGFW config on a quarterly basis. Bidder/ OEM to
rovide online, GUI based, easyto use tools for best practice assessment

der / oEM to provide comprehensive report highliShting config gaps

inst best practices & provide steps to rectifythem, We should also have

ccess to this toolto do Best Practice assessment by themselves whenever

equired by generating automated reports

t9



Malware & Bot Prevention engines should be.
pplied with the readily available support for the ingestion & Sharing of
reat intelligence feeds in a common threat language called as STIX

red Threat lnformation expression) & TAX (Trusted Automated

he proposed solution with

ange of lndicator lnformation).

horization rer Authorization Certificate to be submitted along with
he bid

iginalManufactu

port & Warranty Years OEM Premium support bundle with 24x7x365 days TAC support,
MA, software updates and subscription update support.
e NGFW should be proposed with 3 years subscription licenses for NGFW

GIPS, Anti-Virus, URL Filterin& Anti Spyware, Anti Botnet and AntiApT.

Date

Place

l/we have read and understood afl the technicar specifications as mentioned above in the
Annexure 'lV'. It is to confirm that all the equipments to be supplied are as per the specifications
indicated in the tender document.

Signature of the Bidder/Firm
(Name & Address ofthe Bidder/Firm with seal)
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ANNEXURE - V

NGFW's MANUFACTURERf S ALITHORIzATION FORM MAH

To

The Executive Director, (Gen. Administration)
National Cooperative Development Corporation
4Siri lnstitutional Area,
Hauz Khas, New Delhi 110015.

Dear 5ir,

Reg : NCDCS Tender Ref No: dated

who are established and reputed
manufadurels of Brand, Model of NGFW) having registered office at

do hereby authorize M/s.
(Name and address of bldder) to offer their

quotation and conclude the contract with you against the above invitation for the bid, as one of our
authorized vendor forthe sale and service ofour produds,

Authorized Signatory

Signature:

Name:

DesiSnation:

Name & Address of the company:

Seal ofthe Company

* To be submitted on OEM'S letter head duly signed by the Authorized signatory of Company.

2t



R-fr-qffi

FINANCIAL BID
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Annexure-Vl

Financial Bid

(The Work of Supply, lnstallation, Testing & Commissioning and Maint€nance qf Next Generation
Firewall in NCDC, Head Office)

S. No Particulars tvlodel * quantity Unit Price (<) Total Financial
quote (t)

1 NEXT GENERATION FIREWALL (NGFW)

2 Migration from existing Cyberoam
100iNG appliance to proposed NGFW,
implementation, testin&
commissioning including post

deployment support for a period of
one year from the date of
commissioning of two nos. of NGFW
in NCDC

01

3 Applicable Taxes

Grand Total (1+2+3)

*The bidder must quote latest model conforming to given specifications.

1. Certified that the above rates are inclusive of all statutory taxes as may be applicable
2. Certified that I agree to allthe terms & conditions ofthe tender document

signature of the Bidder/Firm

(Name & Address ofthe Bidder/Firm with seal)
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Annexure-VIl

7 Article of agreement ma
4 Siri lnstitutional Area,
and M/s

FORMAT OF AGREEMENT

de this _ between National Cooperative Development Corporations,
Hauz Khas, New Delhi-110016 (hereinafte. called 1$ party) of the one part
(hereinafter called 2nd party) ofthe other part.

2. WHEREAS a contract for the work of Supply, lnstallation, Testin& Commissioning and Maintenance
of NGFW in NCDC, Head Office, New Delhi has been awarded to the 2id party vide letter No. NCDC
at a total cost of Rs

4

5

AND WHEREAS the 2nd party shall furnish a refundable performance security equivalent to 10% of
the order value at the time ofsigning contract agreement in the form of BG or demand draft payable
or Pled8e of FDR to NCDC at New Delhi.

The said scope of work & terms conditions for the work of Supply, lnstallation, Testin&
commissioning and Maintenance of NGFW as incorporated in the tender document as also the work
award letter No. NCDC: _ dated _shall be read & construed as forming integral part of this
agreement & the parties here to shall abide by, submit themselves to the conditions & perform the
agreement on their part in the said manner as contained therein.

All disputes and differences between the parties arising out of or in any way connected with this
agreement shall be deemed to have been arisen in New Delhi and shall be subject to jurisdiction of
courts in Delhi alone.

The several parts ofthe contract have been read/by to us & fully understood by us.

ln witness whereof we set our hands to these presets on this _ day of _ 2020 in the
presence of following witnesses.

Signed by the said 1st party signed bythe said 2nd party

1. Witness in the presence of 1. Witness in the presence of

2. Witness in the presence of 2. Witness in the presence of

6
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Annexure-vlll
INDEMNITY BOND

This indemnity bond is executed on this 

- 

day of 

- 

2020 by M/s

in favour of National Cooperative Development Corporation,4, Siri

lnstitutional Area, Hauz Khas, New Delhi- 110 016.

Whereas the work of Supply, lnstallation, Testing, Commissioning and Maintenance of NGFW in NCDC,

Head office, New Delhi has been awarded to M/s vide letter No

NCDC dated 

-whereas as per the terms and conditions of the tender document

M/s shall indemnify installations therein due to any mishandling/ Mistake /
negligence in the installation and maintenance and it will be the sole responsibillty of the firm to make

good the damages, if any at their risk and cost.

ln pursuance thereof l, undertake on behalf of M/s. t.e

second party to make good to NcDc any loss of damage caused or suffered or to be suffered in the

process of execution ofthe said Agreement/award.

ln witness thereof, I have hereto set my hand to these presets on this 

- 
day of 

- 
2020 in

presence of:

(Signature)

Place

Date

WITNESS

1.

2.
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